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Introduction

Purpose
This document describes the steps for users that are a Security Group Owner in Azure Active
Directory (AAD) to Add and Remove Members from Security Groups.

Roles and Responsibilities
Currently, a Security Group Ownercan perform the followingoperations:

1. Add Members
2. Remove Members

Do Not Performthe Following Operations:
®Edit Details

®De|ete Group
Editing or Deletinga Group will resultin revocation of Security Group Owner permissions.

Security Group Owners are responsible forcompleting Access Reviews. Access Reviews are
performedto ensure that users who are invited and/oradded to a group and/or application
continue to need access. The Security Group Owner must complete any and all Access Review
Requestsin a timely manner.

If Access Reviews are not completedin time, memberswill be removed from the Security
Group and memberswill not be able to access the associated DHCS Applications.
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View Group Information

1. Go tothe DHCS Application Portal at DHCS Portal

2. SelectLog In. Detailedstepson how to Log in are found inthe Application Portal User
Manual document on the home page.

DHCS APPLICATION PORTAL Contact s s

Caiiwina Brpaiimeri o1
Health Case Services

What's New Application Status Login

DHCS s excited to 2nnounce the new Application Portal that All applications are currently up and running. California Department of Health Care Services, legal notice
provides our customers with a single-sign on platform for
applications thzt have been integrated with the Portal and up to
date information on DHCS applications/systems, Check the FAQ's
and Contact Us sections for more information and help.

WARNING: [ his is a State of California computer application that is
for official use only by authodized users and is subject to being
mositored dnd/onestiicied at any time. Unauthorlzed of improp
use of this systemn may result in administrative disciplinary action
andler Civil and criminal penalties, By continuing to use this

ion you indicate your awareness of and consent to these
terms and conditions of use. LOG OFF IMMEDIATELY, if you are not an

authorized user or you do not agree to the conditions stated In this

> X

warning,

User Guides

3. On My Apps page, selectthe caret and choose My Groups

i Bl My Apps v
= My Groups

& My Access

4. Azure Groups page. If Groups are not listed under Groups | Own, you are not a Security
Group Owner— and thisdocument does not apply to you.

Groups | own

V'S AZ- Application A 9000

/N2 AZ- APP Enterprise Software
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Add a member

1. Under Groups | own, selectthe Group to add a member(s) to, example Azure
Enterprise SharePoint

Groups | own

VAW ~A7- Application A 2000

'\& | AZ- APP Enterprise Software

&

2. Onthe Security Group page, selectthe plus+

<o \
AZ- APP Enterprise Software E }

MEMBERS ROLE D
A E APP Enterprise Software  for production
Group type: Security
Members: o
Join policy: Only the owner of this group can add members

Edit details Delete group

3. Search for the member, Selectthe member and choose Add, select OK

Add members Add members

DHCS MCSR e CAMMS DHCS MCSPhest CAMMS

Succerstully Lpxisted Group mEmbETEhD

B DHCS MCSFEes CAMMIG

a— P

—— ' >>> ——
Result
€ Groups
AZ- APP Enterprise Software > L
A E APP Enterprise Software  far production R DHCS MCSPtest .. Member MCSPtestCAMMIS@dhcs.ca..
moup type: Security

1

Ondy the owner of this group can add members

Edit details Defete group
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4. If amemberisexternalto DHCS, a dialog boxis displayed. You can add a messagein

the box (Optional). An invitation email will be sentif the memberis external to
DHCS. If the memberisinternal to DHCS, an invitationis not sent.

Add members /
‘ a.name@cdph.ca.gov

aname@cdph.ca.gov , External user

Access is now granted to Azure Enterprise Software

rd

Add Cancel

The new memberadded isnow listedinthe Group. The Roleis Invited.

£~ Groups
AZ- APP Enterprise Software MEMBERS ROLE D
A E APP Enterprise Software for production R DHCS MCSPtest ...  Member MCSPtestCAMMIS@dhcs.ca....
aname@cdphcagov  Invited a.name@cdph.ca.gov
Group type: Security
Members 2
Join policy: Only the owner of this group can add members

Edit details Delete group

Once accepted, the external memberbecomes a Guest.

(— Groups
AZ- APP Enterprise Software MEMBERS AOLE D
A E APP Enterprise Software  for production S DHCS MCSPtest.. Member  MCSPtestCAMMIS@dhcs.ca...
anamefcdphcagoy  Guest anameg@cdph.ca gov
Group type: Security
Members: 2
Join policy: Only the owner of this group can add members

Edit details Delete group
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When a new external memberis added to a Security Group, the memberreceivesan invitation
email withan “Accept Invitation” link that appears as follows. The memberselectsthe “Accept
Invitation” link to initiate the log in process.

From: Microsoft Invitations on behalf of California Department of Health Care Services <invites@microsoft.com>

0 Please only act on this email if you trust the individual and organizati i below. In rare cases,

individuals may receive fraudulent invitations from bad actors posing as legitimate companies. If you were
not expecting this invitation, proceed with caution.

Sender: DHCS IT Administrator

C ion: California Dep of Health Care Services
Domain: cadhes.onmicrosoft.com

If you accept this invitation, you'll be sentto  DHCS Azure Application Link

Accept invitation

Block future invitations from this organization.
This invitation email is from Califomia Depariment of Health Care Services
(eadhes. onmicrosoft.com) and may include advertising content. California Department of Health

Care S 5 has not provided a link to their privacy statement for you to review. Microsoft
Corporation facilitated sending this email but did not validate the sender or the message.

Note: Security Group Owners can onlyadd membersifthe member’'semail domain has been
approved by DHCS. If the member’s email domain is not approved, the followingerror message
is displayed.

Add members

external.user@externaluser.com

Mot all members were successfully updated group membership, click OK to
see details.

Select Ok and the following message will be at the top of the screen:

! User external.user@externaluser.com could not be invited right now. Your organization does not allow collaboration with the domain of the user you're
inviting. Contact your admin to allow collaboration with this domain.

To add the email domain of the memberto the pre-approved list, contact the application
support staff, listed on the DHCS Application Portal > Contact Us.

Version 1.0 dated 10/26/2020 Page7 of 11


https://portal.dhcs.ca.gov/contact.html

DHCS
Application Portal Security Group Owner Manual @?

Remove a Member

1. Onthe Groups page, under the Groups | own column, select a Group

Groups | own

V'S /A7- Application A 9000

‘N2 AZ- APP Enterprise Software

&

2. Onthe Group Security page, find the member to be removed

3. Select thethree dots (ellipses) next to the member name and choose Remove Member

& Groups

AZ- APP Enterprise Software

APP Enterprise Software  for production je) DHCS MCSPrest .. Member MCEPtestCAMMIS@dhcs.ca....

anamedcdpheagoy  Guest a nameg@edph ca gov |

Remove member

Security
2

Only the owner of this group can add members /

Edit details Delete group

4, SelectYes

Remove member

Remove a.name@cdph.ca.gov from group?

S

Security Group page will refresh and the memberremovedis no longer inthe Group
Members list.

= G

A7- APP Enterprise Software WM
AE APP Enerprise Software  for production P, LHCS MOSPest Member MUSHestCAMMIS @ dhs.ca.
P Lype: Securily

Qnly the owner of this group can add members
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Access Reviews

1. When an Access Review is initiated, Security Group Owners or Selected Users will receive an
email from Microsoft Azure AD (example email modified for Enterprise 9000 test app). Access
Review reminders will be sent close to the due date and must be completed on time.

2. Click “Start Review” link

Sat 9/5/2020 9:34 AM

Microsoft Azure <azure-noreply@microsoft.com>

Action required: Review users’ access to the Enterprise 9000 (PRODUCTION) app by September 30, 2020
Te Security Group Owner

HC

California Department of

Health Care Services
e ———————————————

Please review users’ access to the Enterprise
9000 (PRODUCTION) app in California
Department of Health Care Services

Security Group Owner | your organization requested that you approve or deny
continued access for one or more users to the Enterprise 5000 (PRODUCTION)
app in the Quarterly—Production Application Access-All Members (Enterprise 9000)
review. The review period will end on September 30, 2020.

Learn how to perform an access review and more about Azure Active Directory
access reviews.

Privacy Statement
Microsoft Corporation, Cne Microsoft Way, Redmond, WA 98052
Facilitated by

B Microsoft
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Access Reviews can be accessed from the MyApps page.

1. SelectMyApps caret dropdown and select My Access:

DI

My Apps

" My Groups

N =) My Access

2. SelectAccess Reviews and choose any active reviews

BT Access packages Access reviews
) Request history 1 review i —
R Appeovals

Groups and Apps  Access packages
75 Access reviews

\ Name / Due Resource Progress

Quarterly-Production Application Access-All Mem...  Oct 23, 2020 AZ-MCsPNP-DHCS 972

3. View membersto be reviewed. Reviewscan have 1 to many membersto review. When
a memberis selected, choicesinclude Approve, Deny, Don’t know or Accept
recommendations. Recommendations are not always an option, dependingon the
Application configuration.

& Access reviews

Quarterly-Production Application Access-All Members (Application Name-User Group)

Please review user members of 'AZ-MCSPNP-DHCS-User  See detsls

+ Apprave X Deny 7 Don't know t = Accept recommendations ¥ Filter
Name | Recommendation Decsion Reviewed by
) DHCS MCSPtest CAMMIS Denvy Ditails
MCSPtastCAMMIS@dhcs.ca.gov Last signed in more than 30 days ago (8/10/2020 S:06:0¢
DHCS MCSPrest DHCS Approve Dietails
MESPrest DHCS@dhcs.ca.gav Last signed in less than 30 days ago (10/5/2020 10:49:29 i

a. When Accept Recommendationsis chosen, selectthe Submitbutton

Accept recommendations i

You and other reviewers can make changes until the review ends.

Previous decisions will not be changed.

1 recommendation will be accepted.
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b. When Approveis chosen, enter a Reason and select Submit

Approve continued access X

You and other reviewers can make changes until the review ends.

1 approval

Reason *

Validated access with ITMO manager|

c. When Deny ischosen, entera Reason and select Submit

Deny continued access x

You and other reviewers can make changes until the review ends.

1 denial

Reason

No longer requires access; validated with BusOps vendor rnanageﬁ

d. When Don’t know is chosen, select Submit. Reason isoptional.

Don't know X
You and other reviewers can make changes until the review ends.
1 marked "Don't know'
Reason
4. Afterall Access Reviews are complete, exit.
Mame Due Resource Frogress
Quarterly-Production Application Access-All Mem...  Oct 23, 2020 AZ-MCSPNP-DHCS 2/2
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